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I Executive Summary

An unpredicted flaw was discovered in version 3 of the SSL protocol which let attackers to decrypt information that was
thought to be transmitted over to a secure HTTPS connection without any discrepancies. This flaw is what's known as
POODLE (Padding Oracle on Downgraded Legacy Encryption). What it can do? It can successfully allow attackers to
compromise the online-attacks with the greatest ease using a man-in-the-middle attack! This Whitepaper throws light on
the nature of POODLE vulnerability and the ways to counter the same using the best practices and recommendations
from Happiest Minds.

I Description

Initially, information security relied on three basic security principles i.e. confidentiality, integrity and availability. Since the
inception of computer networks, cryptographic controls have been used to secure distinct communication channels for
data/information exchange. That being said, espionage or theft of corporate information continues to be a real threat
even today. As competition is increasingly becoming more and more aggressive, it's essential now, more than ever
before, to implement an adequate security control to secure corporate information like Intellectual Property (IPs), Busi-
ness centric financial data/information, Drug recipe details, Research and Development documents etc. Primarily,
Secure Socket Layer (SSL) & Transport Layer Security (TLS) were globally accepted and well known cryptographic
protocols which provided adequate assurance level on the confidentiality & integrity related aspects at the time of data /
information exchange. Recently, security experts across the globe has discovered that vulnerability into the “SSL version
3” i.e. a cryptography protocol is widely used to implement a secure content transmission. The newly identified vulnera-
bility termed as 'POODLE' (Padding Oracle on Downgraded Legacy Encryption) with severity risk rating, which is set to
be “critical” as successful exploitation, could lead to breach confidentiality and integrity of the systems running
websites/portals/web applications.

I Background Information about POODLE

POODLE stands for Padding Oracle On Downgraded Legacy Encryption, [Padding- A block cipher works on units of a
fixed size (known as a block size), but messages come in a variety of lengths. So some modes (namely ECB and CBC)
require that the final block be padded before encryption] this vulnerability allows a man-in-the-middle attacker to decrypt
cipher-text using a padding oracle side-channel attack. Many Transport Layer Socket (TLS) clients down-grade their
cryptography protocol to SSL 3.0 when they work with legacy servers. An attacker that controls the network between the
computer and server could interfere with the 'handshake' process, which is used to verify which cryptography protocol
the server can accept using a “protocol downgrade dance”. This will force computers to use the older SSL 3.0 protocol
to protect data that is being sent. Attackers can then exploit the bug by carrying out a man-in-the-middle (MITM) attack
to decrypt secure HTTP cookies, which could let them steal information or take control of the victim’s online accounts.

® Note: SSL v3 is an obsolete and insecure protocol. For the most practical purposes now it has been removed
by the successor TLS 1.0, TLS 1.1 and TLS 1.2
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I System Affected

® All systems and applications utilizing the Secure Socket Layer (SSL) 3.0 with cipher-block chaining (CBC)

mode ciphers may have a degree of vulnerability. However, POODLE attack demonstrates that this vulnerabil-
ity, using web browsers and web servers, is one of the most affected.

Cipher-block chaining (CBC)

Cipher-block chaining (CBC) mode of operation in CBC mode, each block of plaintext is XORED with previous ciphertext

block before being encrypted. This Way, each ciphertext depends on all plaintext blocks processed up to that point. To
make each message unique, an initialization vector must be used in the first block.
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| screenshot of POODLE Vulnerability

Affected/Infected Servers

Screenshot #1 - SERVER PRONE TO POODLE VULNERABILITY

In the screen shot below, the SSL v3 is enabled on the server and because of which, it is prone to
POODLE vulnerability.

- strong
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Screenshot #2 - SERVER PRONE TO POODLE VULNERABILITY

Below server illustrates running with SSL v3 and due to which, it is prone to POODLE
vulnerability again.

Screenshot #3 — SERVER NOT PRONE TO POODLE VULNERABILITY

In the below screen shot, we can see the SSL v3 is not enabled on the server and it employs TLS protocaol,
making this server not prone to POODLE vulnerability.
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I Workaround

Man-in-the-Middle Attack

The POODLE attack can be used against any system or application that supports SSL 3.0 with CBC mode ciphers. This
not just affects most current browsers and websites, but also includes any software that either references a vulnerable
SSL/TLS library or implements the SSL/TLS protocol suite by itself. By exploiting this vulnerability in a likely web-based
scenario, an attacker can gain access to sensitive data passed within the encrypted web session, such as passwords,
cookies and other authentication tokens that can then be used to gain more complete access to a website (impersonat-
ing that user, accessing database content, etc.).

The POODLE attack is a man-in-the-middle exploitation which takes advantage of internet and security software clients
which fall back to SSL 3.0. If attackers successfully exploit this vulnerability, on average, they only need to make 256
SSL 3.0 requests to reveal one byte of encrypted messages. This vulnerability has the CVE ID CVE-2014-3566.
POODLE affects older standards of encryption, specifically Secure Socket Layer (SSL) version 3. It does not affect the
newer encryption mechanism known as Transport Layer Security (TLS).

Although SSL 3.0 is almost 15 years old, many servers and web browsers are still use it today. When web browsers fail
at connecting on a newer SSL version (i.e. TLS 1.0, 1.1, or 1.2), they fall back to a SSL 3.0 connection, which is where
the trouble begins. Because a network attacker can cause connection failures, including the failure of TLS 1.0/1.1/1.2
connections, they can force the use of SSL 3.0 and then exploit the poodle bug in order to decrypt secure content trans-
mitted between a server and a browser.

I Recommendation

Workaround:

® A workaround has been released from the vendor-end, which says that the SSL V3 should be disabled on the
server and enable/allowed either of TLS V1.0,TLS V2.0,TLS V3.0.

e It's highly recommended to disable the SSLv3.0 on internet facing Business IT applications with higher priority
and ensure that they run the required cryptography services on TLS v 1.2 ( Transport layer Security).

Disable SSL 3.0 support in the client.
Disable SSL 3.0 support in the server.
Disable support for CBC-based cipher suites when using SSL 3.0 (client & server).

e Similarly, it's recommended to use the IPS feature of NGFW, (Next Generation Firewall) i.e. by implementing
and configuring SSLv3 related IPS signature as a primary counter measure.

e In absence of NGFW, it's recommended to make use of “Anti-POODLE record splitting” aspects on the respec-
tive web server(s) running the vulnerable SSLv3. Further it's considered as one of the compensatory security

controls.

e It’s also recommended to configure “TLS_FALLBACK_SCSV” related parameters on the web-server running
with vulnerable SSLv3.

Have a question? Write to us @
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http://www.happiestminds.com/schedule-a-meeting

I Author

Technical Security Assessment Professional with 4 plus years of consulting experience in
network & web application vulnerability assessment and penetration testing, thick client security,
database security, mobile application security, SAP application penetration testing, source code
audit, configuration review of devices and security architecture review (Applications and Infra-
structures).Currently holding a position with Happiest Minds Technologies to deliver technical
i security assessment and penetration testing services covering application security, infrastruc-
Karthik Palanisamy  tyres security, mobile application security and source code review.

I About Happiest Minds

, the Mindful IT Company, applies agile methodologies to enable digital transformation| for enterprises and
technology providers by delivering seamless customer experience, business efficiency and actionable insights. We leverage a
spectrum of disruptive technologies such as: Big Data Analytics, Al & Cognitive Computing, Internet of Things, Cloud,
Security, SDN-NF\|, RPA, Blockchain, etc. Positioned as “Born Digital . Born Agile”, our capabilities spans across product
engineering, digital business solutions, infrastructure management and security services. We deliver these services across
industry sectors such as retail, consumer packaged goods, edutech, e-commerce, banking, insurance, hi-tech, engineering
R&D, manufacturing, automotive and travel/transportation/hospitality.

Headquartered in Bangalore, India; Happiest Minds has operations in USA, UK, The Netherlands, Australia and Middle East.

To know more about our offerings. Please write to us at business@happiestminds.com
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