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Access Governance-as-a-Service

Enterprises across the world are trying to remain focused on core business
while minimizing IT investments and overheads. For most of them,

governance, risk and compliance initiatives need to be addressed
efficiently and cost effectively.

IdentityVigil

At Happiest Minds, IdentityVigil helps organizations efficiently meet their security, regulatory and business
access needs, through a collaborative set of business processes. By automating manual tasks, providing
evidence of compliance, reducing access-related business risk, and efficiently delivering business access,
enterprises can confidently manage, control, and enforce access to applications and data, across their systems
and even the cloud. While it is comparatively simple to manage access systems when the applications are hosted
on an enterprise platform, IdentityVigil helps you continue with access management even on the cloud.

IdentityVigil allows enterprises to set roles for individual employees and identifies privileges for each user profile.
This kind of system is critical for most enterprises today as it allows them to build a more effective and
sustainable compliance program and manages regulatory requirements in the area of identity and access
management.

Why Happiest Minds IdentityVigil?

v/ Continuous Compliance

Simple Configurations
with Asset Categorization

Non-Compliant Access

High Rak Management
Risk Window

Faster and Intelligent
Governance with Analytics




Key Features
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Extensive Analysis of [ | Access Certification
A
Asset, Access and User - — ﬁ A platform for performing
Comprehensive analyses across scheduled, event-driven and
different dimensions enables ad hoc Access Certification
informed governance decision-
making. ‘ y
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Access Change Monitoring Access Controls
A highly scalable engine that can / Simple and easy deployment
detect, analyse and notify key \ of regulatory and compliance
access changes across all controls
applications.
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Access Request and Approval Access Activity Monitoring
A highly configurable workflow to A comprehensive analysis and
manage access request and reporting of what users are
approval processes doing with access granted to
them
J

Benefits

® During audit, the IAG solution would allow business owners to access and view the roles and privileges of
different departments so that they have a comprehensive view of how the other department functions. This is
important as access certification reviews require different departments to audit each other

® Highest level of compliance and regulated access control - Ours is the only solution that supports continuous
access governance and not just periodic access governance

® Self-learning governance tool with user profiles and past governance actions to help simplify the governance
process

e Analytics driven access governance — most comprehensive analyses of access grant powered by dynamic rule
based access and data categorization process

® Business user friendly interface

® Availability of a wide variety of connectors for integration with most of the applications & platforms

About Happiest Minds:

Happiest Minds Happiest Minds, the Mindful IT Company, applies agile methodologies to enable digital transformation for
enterprises and technology providers by delivering seamless customer experience, business efficiency and actionable insights.
We leverage a spectrum of disruptive technologies such as: , Al & Cognitive Computing, Internet of Things,
Cloud, Security, SDN—NFV, Blockchain, etc. Positioned as “Born Digital . Born Agile”, our capabilities spans across product
engineering, digital business solutions,|infrastructure managemenﬂ and security services. We deliver these services across
industry sectors such as retail, consumer packaged goods, edutech, e-commerce, banking, insurance, hi-tech, engineering R&D,
manufacturing, automotive and travel/transportation/hospitality.

Headquartered in Bangalore, India; Happiest Minds has operations in USA, UK, The Netherlands, Australia and Middle East.
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