Case study : Privileged User Management Solution

Significant Risk & Compliance Improvement with Privileged
User Management Solution for a Large Banking Group
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Centralized tracking
and administration for
giving Super User
Access to the
privileged Users
across applications
and platforms

Standardized Process to
keep complete and
accurate audit data on
that access

Avoid threats from
insider attacks

Implemented and
rolled out NetIQ
Privileged User
Manager Solution

Implemented Privileged
User Manager creates a
secure Remote Desktop
Proxy (RDP) tunnel to the
target Windows host,
without exposing the
administrative password
to the user

Implemented
Privileged User
Manager allowing
administrators to
execute privileged
commands on a
UNIX host from a
Windows desktop

Centrally defined rules
for allowing or denying
user activity based on
a combination of user
name, typed
command, host name
and time (who, what,
where and when)

Privileged user activity
recorded in a powerful
audit reporting and
management tool, allowing
for immediate action when
suspicious activity occurs

Improved Risk and
Compliance posture with
centralized Auditing and
Reporting mechanism
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