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I Introduction

Problem Statement:

A few years ago Managing Identity was easy, however with the growing businesses and the increasing in complex infrastruc-
ture, cloud, virtualization, mobility, etc., Managing Identity and Access has become a challenging affair for many Organiza-
tions across the globe. Strict governance & regulations such as SOX Compliance, HIPPA, and all the way managing rights
are no longer adequate and easy. All the manual procedures, scripts, and spreadsheets are no longer sufficient to manage
the access controls in a timely manner.

Solution:

The best way to address to all these problems is through RBAC (Role Based Access Control). RBAC is a regulatory method
that provides access to computers or network resources to the employees or non-employees based on their roles and respon-
sibility within or outside of the organization. In case, of a role change or the employee’s contract termination, the access rights
can be easily managed thus avoiding any kind of security risk.

With time Enterprises wanted to move beyond RBAC groups of users and permissions. They wanted a method that would
provide access based on the attributes such as date, time, user location, etc., for better management of the dynamically
changing systems and networks. Thus came, ABAC (Attribute Based Access Control) which provides access to employees
(or contractors) based on who they are rather than what they do. It provides permissions to access control in a flexible manner
by using labeled objects and user attributes.

If industry experts are to be believed, in future ABAC will become widely accepted as an authorization model of choice for
businesses. It was argued that ABAC is more flexible in terms of access control as compared to RBAC and that they could
coexist to provide an overall access control experience.

For instance, RBAC ensures the employee or non-employee needs access in terms of their positions or roles. Therefore
giving a 360-degrees access and rights information that the employee or contractors need. This helps in better reporting,
accountability and traceability with a 360-degree user access view and control. In addition to that, RBAC gives manager all
insight of employee/contractor, all access rights, which gives the ability to take the appropriate decision themselves. Periodi-
cally (re)certification of user accounts mitigates security risks and increases the regularity governance.

As mentioned, RBAC also offers to standardize reports for auditing and management reviews, which reduces the access
rights threats & risks and increases the transparency and better control on access. RBAC solution or services offer a complete
solution for user access management that can easily comply with audits while achieving measures reduction in management
costs and increase in overall TCO. This will help in reducing the network and security risks. Correct access to Employees/-
Contractors will not only increases the transparency, user satisfaction but also increases the productivity.
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I Benefits of RBAC/ABAC solution

Rules are simple to set up and distribute

It is easy to determine who has access to what at any given time

It is easy access to the right resources to handle specific job functions

With the right tools, user provisioning can in large part be handled directly by business decision makers,
saving IT the hassle

Rolling out and decommissioning systems can be sped up and handled with few

people, thus reducing cost

Access control procedures are standardized

Risk is reduced through automation and standard audit trails

There are many RBAC products available in the market such as Sailpoint 11Q, RSA Aveksa (L&G module), NetlQ Access
Review, Oracle OIA, Tuebora 360 Governance, Open Source solutions, etc.

I Happiest Minds Play

Happiest Minds is next generation technology services and solution IT Company. A dedicated Identity & Access Manage-
ment (IAM) security practice with having skilled and experienced IAM team will help you to plan and design the |IAM strategy
and solution implementation. We have expertise with all IAM product in the market available today. Having said that, we have
our own IP product in IAM space is “IdentityVigil”, a next generation identity and access analytics-driven IAM solution, both
on premise or SaaS model available.

In case, the Organization has already IAM solution and due to various reasons or business demands looking for a new
solution, Happiest Minds can simplify the IAM migration journey.

Visit IdentityVigil for more details.
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tion development & implementation experience. Working as Senior Architect in the IMSS IAM security
practice, HappiestMinds Technologies, Bangalore, India.
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I Happiest Minds

Happiest Minds, the Mindful IT Company, applies agile methodologies to enable digital transformation for enterprises and
technology providers by delivering seamless customer experience, business efficiency and actionable insights. We leverage a
spectrum of disruptive technologies such as: Big Data Analytics, Al & Cognitive Computing, Internet of Things, Cloud, Security,
SDN-NFV, RPA, Blockchain, etc. Positioned as "Born Digital . Born Agile”, our capabilities spans across product engineering,
digital business solutions, infrastructure management and security services. We deliver these services across industry sectors
such as retail, consumer packaged goods, edutech, e-commerce, banking, insurance, hi-tech, engineering R&D, manufacturing,

automotive and travel/transportation/hospitality.

Headquartered in Bangalore, India; Happiest Minds has operations in USA, UK, The Netherlands, Australia and Middle East.
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