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The World Economic Forum recently ranked Cyber Attacks among the top 10 most significant risks worldwide in their
Global Risks report. It is not surprising as the global Cyber Crime Market has reached worth 100's of billions in the recent
few years.

Cyber risks affect every class of business and no industry can consider themselves completely immune to these rising
number of cyber-attacks. The time is up to rethink our traditional siloed approaches and adopt an integrated approach
to handle cyber security in an organizational landscape. The integrated way of handling cyber risks enables organizations
to be more confident in effectively identifying and responding to new age cyber risks and concentrate more on their
core business.

This integrated approach should be capable of leveraging multiple tools and technologies to effectively address all
the cyber security risks from detection to protection, prevention, and remediation. These features will work
together to effectively make a strong, end to end cyber security platform that will manage the entire lifecycle of
security, and address security holistically.

An Integrated approach to Cyber Security - CRPP

Happiest Minds Technologies’ integrated Cyber Risk Protection Platform (CRPP) helps organizations to automate, accelerate
and orchestrate the threat defense lifecycle. It is a cohesive and integrated approach to — one that leverages

multiple technologies like SIEM, next generation network and end point security, identity management and data security,
working in tandem to effectively address cyber security risks through the entire threat defense lifecycle: detection,
protection and prevention. CRPP is a cloud hosted platform and can be leveraged in a subscription based model. It is a risk
aware, identity aware, data aware and environment aware platform providing complete visibility of the security posture.
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CRPP Modules
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* Log Management, SIEM

e End-point Security
BASIC e Network VA/PT

e Threat Intelligence
e Application VA/PT

e Network Risk Management

e ETDR

ENHANCED « Data Security (DLP, DAM)

e Privileged IDM
e APT Protection

e Cyber Analytics (User, Entity Behavior Analytics)

e Network Forensics

ADVANCED e Hybrid Cloud Security

e |ntegrated GRC
e Custom Integration

Features

e Comprehensive Coverage from endpoints to Network
to Clouds and Apps

 Prevention, Detection, and Response capabilities

» Hybrid deployment that can be leveraged in on-prem
and Cloud Security environment

¢ Cloud Based Services

* Single-pane view of Management and Reporting

* Provide Insightful Compliance report in ISO, HIPA, PCI
and so on for the Organization

» Open for easy third-party technology integration by
offering developer support, technology partnerships,
and well-documented and standards-based APIs

About Happiest Minds

Benefits

e Integrated threat detection and response across multiple
layers of enterprise IT, removing siloed approach to
security

e Consolidated internal and external intelligence to
contextualize and prioritize

e Tighter integration between data, processes, and products
to improve visibility, enable more effective analytics, and
action

e Analytics driven framework for better contextualization

e Enable cost reduction of incident response and compliance
despite an increasing volume of events, incidents, and
regulatory actions

 Real time visibility, to effectively detect, investigate, and
adapt to future attacks and remediate

Happiest Minds, the Mindful IT Company, applies agile methodologies to enable digital transformation for enterprises and
technology providers by delivering seamless customer experience, business efficiency and actionable insights. We leverage a
spectrum of disruptive technologies such as: Big Data Analytics, Al & Cognitive Computing, Internet of Things, Cloud, Security,
SDN-NFV, RPA, Blockchain, etc. Positioned as “Born Digital . Born Agile”, our capabilities spans across product engineering,
digital business solutions, infrastructure management and security services. We deliver these services across industry sectors
such as retail, consumer packaged goods, edutech, e-commerce, banking, insurance, hi-tech, engineering R&D, manufacturing,

automotive and travel/transportation/hospitality.

Headquartered in Bangalore, India; Happiest Minds has operations in USA, UK, The Netherlands, Australia and Middle East.
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