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Modern digital systems continuously generate logs as
part of their normal operation. These logs are collected
from embedded devices, edge gateways, automated test
environments, servers, and enterprise applications.
Every internal activity, such as normal execution,
warnings, failures, retries, delays, and system crashes, is
captured in log files.
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Log analyser converts raw log data into structured,
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making it suitable for both constrained edge gateways
and high-performance analysis systems.

Transforming Log Analysis
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On embedded/edge devices, logs are generated quickly, making
it difficult to understand the chunk of raw data. Certain failures

generate a considerable amount of log entries, forcing engineers
* o to manually search for the root cause. This process is

. time-consuming, inconsistent, and heavily dependent on

-

individual domain experience.

This challenge is even more critical in embedded devices and
edge gateways, where limited CPU, memory, and storage prevent
the use of heavy analysis tools. Logs are often overwritten due to
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storage constraints, resulting in critical failure information being
lost before analysis begins. In many industrial, medical, and
. ' defence environments, internet access is restricted, making
o cloud-based log analysis tools unusable and raises security

concerns.
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The Smart Log Insights Engine resolves these issues through a fully
offline approach to log intelligence. All log analysis processes, such as
parsing, classification, correlation, anomaly detection, and Al-based
summarization, run locally on the system, ensuring the data never
leaves the secure local machine.

The platform uses a within-capacity, plug-and-play model design that
adapts to available hardware. Lightweight models run on edge

gateways, balanced models operate on automation systems, and

advanced models run on high-performance servers, each matched to
available system resources. This allows the architecture to deliver the
right level of analysis across different systems without internet
dependency or data exposure.
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High-Level Architecture

The Smart Log Insights Engine is designed with a clear separation between log collection, analysis, and

output. Log files are collected from the system and pre-processed through parsing and categorization, so

that raw unstructured log data is converted into structured events. Log data is later grouped based on

severity, and related entries are connected to form behaviour chains that show how a problem develops

over time.

An anomaly detection stage identifies unusual
patterns, such as system failures, unexpected
delays, or missing responses, which often
indicate critical system issues.
analysis is complete, an offline Al component
summarizes the findings
human-readable explanations. This approach
allows the same system to work reliably on
small, embedded devices as well as on large

enterprise environments, without requiring

changes to the basic architecture.
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Usage & Value Add Overview

Embedded Devices

Gateways and Edge Devices

Automation Test and CI/CD
Systems

Enterprise and Application
Systems
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Interprets firmware startup behaviour,
sensor faults, communication errors,
and watchdog resets, converting raw
logs into clear fault descriptions.

Analyses the Gateway/Edge device
logs to provide summaries of the
failures that occurred during the run

Processes Test Execution logs to

generate root-cause summaries,

reducing analysis effort after test
failures.

Converts server and API logs into
structured insights for operational
stability and performance analysis.

Embedded Developers/Test
Engineers

Embedded/Cloud Engineers

Test/DEVops/Development
Engineers

Developers/Tech Leads
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Security, Privacy, and
Offline-First Design

The Smart Log Insights Engine is designed to operate entirely offline, making it suitable for secure
laboratories, production facilities, defence installations, and regulated environments. All analysis

is performed locally on the host system or within the enterprise network.

The platform does not rely on external APIs, cloud services, telemetry, or background
communication, ensuring that log data and diagnostic results remain within defined security
boundaries. Original log files are processed in read-only mode, while all derived outputs and

summaries are stored separately, preserving data integrity and audit traceability.
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Model Overview

Model Category § Example Models Typical Usage Best-Fit Systems

Small Language Models Tiny Llama (1.1B), Phi-2 / Phi-3, Lightweight classification, basic Embedded devices, edge
Qwen 0.5B-1.8B, Gemma 2B correlation, short summaries gateways

Medium Language Mistral 7B, LLaMA-2 7B, Qwen Multi-event reasoning and Automation systems, Cl

Models 7B, Gemma 7B protocol-level analysis environments

Large Language Models LLaMA-2 / LLaMA-3 (13B+), Deep root-cause analysis and Test labs, analysis servers
Mistral 8x7B, Qwen 14B+ detailed diagnostics

Hybrid Configurations SLM + Rules or SLM + LLM Resource-efficient staged Mixed-capacity deployments

analysis
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Conclusion

The Smart Log Insights Engine converts logs from unstructured data into a human readable
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data through a secure, offline, and adaptable architecture. By considering the hardware
capability, it delivers consistent diagnostic features to edge devices, automation environments,
and enterprise systems. The offline design ensures data protection, operational independence,
and long-term scalability, making it a strong foundation for reliable and secure Al-enabled
digital systems.
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